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Abstract: The Common Criteria (CC) is a computer-security standard that some governments
use for procurement, e.g., the U.S. Department of Defense. To sell information-security products
in these markets, CC certification is required. Much has been published about problems with CC,
and there is extensive criticism of CC. For example, a director of the U.S. CC program was
recently quoted as saying, “Defending the program is a full-time effort. It is a difficult job.” This
paper presents a survey of the problems and criticism reported about CC. The paper provides: (a)
a categorization for the reported problems, (b) a survey of the reported problems, organized by
category, and (c) an annotated guide to the sources that were especially useful and authoritative.
This paper is intended as a resource for those who are: evaluating CC for possible use, preparing
to use CC, or researching CC itself.

1 Introduction

The Common Criteria (CC) is a computer-security standard that some governments use for
procurement, e.g., the U.S. Department of Defense. To sell information-security products in
these markets, CC certification is required. Much has been published about problems with CC,
and there is extensive criticism of CC. For example, a director of the U.S. CC program was
recently quoted as saying, “Defending the program is a full-time effort. It is a difficult job”
[Jac07c]. In addition, the U.S. Government Accountability Office (GAO) has raised significant
concerns about the U.S. CC program [Arn06, GAOOQ6]. This paper presents a survey of the
problems and criticism reported about CC.

This paper is based on a broad review of the CC literature from government, industry, and
research. The focus was on literature critical of CC. The paper provides: (a) a categorization of
the problems reported about CC, (b) a survey of the reported problems, organized by category,
and (c) an annotated guide to the sources that were especially useful and authoritative. This paper
is intended as a resource for those who are: evaluating CC for possible use, preparing to use CC,
or researching CC itself.

In reporting problems about CC, we are primarily repeating what others have said, and only a
few of the reported problems are our own observations. Also, for most of the problems reported,
multiple sources are cited. (A total of forty-nine sources are cited.) The following sections
present, respectively: an overview of CC, a survey of CC problems and criticism, and an
annotated guide to useful sources. A subsequent section explores problems that stem from the
CC program being a government program and operated under government management. A final
section concludes.

! This technical report is part of a research project at North Carolina State University in 2008. The report was
presented at a computer-security conference, in slide format: “Common Criteria: A Survey of its Problems and
Criticisms,” DoD Cyber Crime Conference 2009, St. Louis, MO, January 2009.



2 Overview of CC

CC is a government program for certifying the security functions of computer products, e.g.,
firewalls [CCO08a]. CC is developed by a consortium of government agencies from a number of
countries [CCO08a]. The U.S.’s CC program is called The Common Criteria Evaluation and
Validation Scheme (CCEVS) [CCE08]. CCEVS is run by NIST and NSA, but mostly by NSA
[Jac07a].

It appears that, in practice, CC is only used in government procurement [Bid07, CCUO04,
Hea04, Jac07a, Pta06, Rag07]. CC provides security standards that vendors must meet in order to
sell computer products to governments, e.g., to sell firewalls to the U.S. Department of Defense
(DoD) [CCE08, GAOO06, Mal05, Sch03, Wai06]. In the U.S. Federal Government (USFG), CC
certification is only required for information-security products used in national-security systems
[GAOO06]. These are systems that contain classified information or involve intelligence activities.

CC provides a process for governments to specify security requirements for types of computer
products that they purchase, e.g., security requirements for firewalls [CC08b, CCO08c]. These
computer products can include hardware, software, and firmware. CC applies to devices and not
to IT systems. For a particular product type, the security requirements are specified in a
Protection Profile (PP). For example, PPs have been developed for various types of firewalls.
One such PP is named “Firewall with limited requirements.” The CC website lists all of the
Protection Profiles [CC08a].

CC also has a process for a vendor to demonstrate that its product complies with a PP’s
security requirements [CC08d]. The requirements for demonstrating compliance are specified by
an Evaluation Assurance Level (EAL). There are seven EALS, numbered from 1 to 7. In general,
each EAL requires certain processes for product documentation, development, and testing. The
higher numbered EALS involve more rigorous processes.

Each PP includes a specification of the EAL it requires. For example, in the PP “Firewall with
limited requirements,” EAL 4 is required [CC08a]. EAL 4 is summarized as requiring the
product be “methodically designed, tested and reviewed” [CCO08d].

To demonstrate that a product complies with a PP, CC provides an evaluation and certification
process [CC08e]. For example, a firewall vendor could hire an approved third-party evaluator to
certify that its product complies with the PP “Firewall with limited requirements”.

In the CC documentation, CC is presented as a general-purpose process for providing security
assurance, which could be used by any organization, private or public. CC is not presented as a
means of assurance for government procurement. Also, the CC authors present the CC process in
a way that is more general and abstract than the way we have described it here [CC08b, Syn]. CC
provides a broad framework for vendors to make almost any type of security claim about almost
any type of computer product. However, in practice, CC appears to only be used for government
procurement.

In our judgement, the attempt to make CC be a general-purpose security-assurance process is a
fundamental flaw in CC. First, a single general-purpose assurance-process does not seem
possible, as assurance needs and requirements vary widely among systems and stakeholders.
Second, portraying CC as a general-purpose assurance-process is a misrepresentation. In
practice, CC is made for use as a government-mandated standard, for government procurement.
And, that environment has assurance requirements that are unique to government management.



For example, government-mandated assurance standards must be highly objective, in order for
the standards to be followed and enforced. Highly objective standards are also needed to guard
against abuse, such as corruption and tyranny.

In contrast, private businesses have much greater liberty in using subjective judgement in
procurement. (This is one reason why private businesses can operate more effectively than
government [Mis44].) By nature, computer-security development involves a large degree of
subjective judgement and wisdom, e.g., how much security is enough? And, computer-security
assurance also involves a large degree of subjectivity, e.g., has the claimed security been
provided adequately?

3 Survey of CC problems and criticism

The following sections summarize the problems reported about CC, from our literature survey.
These sections also serve to categorize the reported CC problems. The top-level sections are:
“Problems with CC’s effectiveness,” “Problems with CC’s stated limitations,” and “Problems
with CC implementation.”

3.1 Problems with CC’s effectiveness

The primary complaints about CC have to do with its effectiveness. This includes concerns
about CC’s ability to improve security and provide assurance, and also concerns about CC’s
implementation costs.

e CC does not substantially improve security:

Many security professionals and company representatives assert that the CC process does not
substantially improve security, nor is it cost-effective. This includes security professionals in
industry [CCUO04, Hea04, Jac07a, Jac07c, Pot06, Pta06, Wai06] and research [Sha03, SDNO04,
Sto05]. There are better ways to improve security [Bid07, CCU04, Pta06, SDN04, Sto05]. Also,
it is not clear if CC is an effective means for improving government security [CCUO04, Jon06a,
Jon06b, Lau06, Spa03, Wai06]. The GAO analyzed the U.S. CC program. One of its primary
criticisms was a lack of evidence regarding CC’s performance and effectiveness [Arn06,
GAOQOO06]. A widely held view is that CC is not effective for use in non-government markets (i.e.,
commercial markets) [Bid07, CCU04]. Within the USFG, CC certification is only required for
national-security systems. The GAO recommended against expanding CC use to systems not
used for national-security [GAOO06].

e CC provides inadequate security assurance:

A major concern about the CC process is that it is weak in detecting implementation bugs and
vulnerabilities, and thus provides little assurance that a product is secure from attack [Bid07,
Jac07a, Jac07c, Lau06, Pta06, Wai06]. A Symantec spokesperson states that, “Any software
product can contain vulnerabilities, and there is nothing in the [CC] protection profile that
provides any confidence or assurance to the customer that we’ve done a good job in that area ...”
[Jac07c]. A member of the Microsoft security team states that, “Currently, Common Criteria fails
to meet customer needs as a useful indicator of the likelihood of security vulnerabilities in
software” [Bid07]. He goes on to say, “If CC simply validates conformance to a set of



documented security feature requirements, then CC needs to better communicate this limited
scope to its customers in order to set expectations that it will ‘help keep honest people honest’ —
but [it] is incomplete or inadequate in terms of assurance of the security of assets on a system.”

A researcher at Johns Hopkins University raises similar concerns about CC’s ability to provide
assurance [Sto05]. He asserts that CC’s concept of assurance differs from the security
community’s. Also, he argues that the CC evaluation-process is inconsistent with the way
assurance is typically achieved in the marketplace, and that CC is not a cost-effective means for
supplying assurance.

Thomas Ptacek describes how vendors have used their CC certification in misleading ways
[Pta06]. These misleading advertisements take advantage of differences between CC’s concept
of assurance and consumers’ expectation of a government assurance program. The actual
meaning and significance of CC certification is carefully qualified on the CCEVES website
[CCEO08]:

Certificates are not endorsements of the “goodness” of an IT product by NIST, NSA, or
any other organization that recognizes or gives effect to the certificate. A certificate
represents the successful completion of a validation that product met CC requirements for
which it was evaluated/tested.
Although CC certification is not a government endorsement, vendors have used their products’
CC certifications to imply government endorsement of their products. Ptacek provides several
examples [Pta06].

e Certification is lengthy and expensive:

From our survey, one of the most frequent complaints about CC is that the certification process
takes too long, and it is too expensive. These concerns are expressed by people in industry
[Arn06, Bid07, Eri06, Jac07a, Jac07c, Lau06], research [RIMO06, Spa03], and in government
[GAOO06, KS06, Rob03]. A Cisco representative stated that, ideally, the certification and
accreditation process should take no more than six months, but 10 to 18 months is common
[Arn06]. A systems engineer at Sun reports that certification takes about a year and a half. A
member of the Microsoft security team reports that, “It typically takes 12 to 24 months or longer
to complete an evaluation at the highest assurance levels (EAL4) that can be attained by general
purpose commercial software products” [Bid07]. For a CC certification of Linux, compliance
with EAL2 took four months, compliance with EAL3 took an additional six months, and
compliance with EAL4 was estimated to be an additional 12 months [SK04]. A CC consultant
reports that certification “is a medium-sized project. You will need someone to manage it, it will
take several months of work, and will probably cost in the mid-six figures [(in U.S. dollars)]”
[Rag07]. Another source reports that evaluation can cost from hundreds-of-thousands to millions
of dollars [Jac06].

When government procurement requires CC certification, the lengthy CC certification process
prevents acquisition of current technology [Arn06]. A member of the Microsoft security team
reports that “CC evaluation results typically lag about one version behind the currently available
version of a given product” [Bid07]. For vendors, the delays create risks for their products,
including risks of obsolescence and risks of lost market opportunities [Arn06]. The high costs of
CC certification can cause vendors to use their finite security budgets in non-optimal or
ineffective ways [Pta06]. Also, the high costs of certification can exclude smaller vendors from
government markets [Arn06, Pta06].



3.2 Problems with CC’s stated limitations

The CC standards specify its limitations [CC08b].? Several of these limitations are areas of
criticism.

e Re-certification requirements are excessive:

Once a product is evaluated and put in operation, previously unknown errors and
vulnerabilities will inevitably surface. When the product is corrected, the evaluation results will
not apply to the corrected version of the product [CC08b]. A CC consultant explains that re-
evaluation requires going through the whole certification process again, though it may be easier
and less expensive because vendors can re-use much of the evidence from the previous
evaluation [Rag07]. He also notes that some countries have a simpler re-evaluation process, but
it is only recognized within that country.

Both a vendor and a government-procurement official have reported that the mandated CC
change-process is costly and time-consuming [Eri06, Wai06]. Professor Eugene Spafford raised
concern about using CC for certifying systems that have extensive patching and customization
needs [Spa03]. NIST and NSA spokespeople have recognized the need for CC to allow for re-
evaluating product-changes and not the entire product [Jac07a, Rob03]. (This is the re-evaluation
policy for the German CC process [BSI05].)

Another difficulty with CC is evaluating a product that has a single hardware base, but several
versions of software that run on it. Apparently, CC would require evaluating the hardware for
each version of the software. Some CC organizations have proposed a “composite evaluation” in
which the hardware base is only evaluated once. Researchers have analyzed this scheme and
reported problems with it [KKO06].

e Certification is only for a specific configuration:

The CC process only certifies a system for a specific configuration, but in practice, it is likely
that the system will be used in different configurations [Bid07, Jon06a, Jon06b, Lau06, Pot06].
This raises concerns about the usefulness of CC certification, as it does not provide explicit
security assurance for these other configurations.

e The operational environment is not evaluated:

Another limitation is that the CC process does not evaluate the operational environment, and it
assumes there is a “100% correct instantiation” of it [CC08b]. We did not find a clear definition
of the operational environment.® Some examples that are given include the computer room of a
bank, and a general office environment. Also, CC states it is only suitable for assessing the
correctness of IT-countermeasures. However, non-IT countermeasures are also in the operational
environment, and they are not evaluated (e.g., human security guards and procedures). For the
operational environment, CC provides limited analysis and examination, and this is cited as a
weakness [Hea04, Spa03].

2 CC’s introductory document describes CC’s limitations [CC08b]. The sections that discuss limitations include:
Chapter 2 “Scope”, Section 7.1.3 “Correctness of the Operational Environment”, Section 9.5 “Use of ST/TOE
evaluation results”, and Section A.6.4 “Assumptions”.

3 For example, in the CC introduction, its glossary defines the operational environment as: “the environment in
which the TOE is operated” [CCO08b]. (TOE is the Target of Evaluation.) This is a circular definition.



3.3 Problems with CC implementation
Another set of CC problems have to do with how it is carried out.

e Incompatibilities with product lifecycles:

There are incompatibilities between the CC process and industry’s product lifecycles [Jac07a,
KS06, Spa03, Wai06]. For example, CC is based on a development model that unrealistically
expects system requirements to be known up-front. This concern is raised by those working with
CC at the FAA and at Symantec [Jac07a, KS06]. Also, academic researchers have investigated
CC’s requirements process, and they have proposed improvements [MFP06, RZR07].

Concerns have been raised about CC’s use with open-source software [Spa03, Whe06]. IBM
sponsored a CC certification of Linux. A project retrospect has been published, and it includes
discussion of the challenges encountered [SK04].

e Vulnerabilities to vendor manipulation and to government misuse:

The CC process is vulnerable to being manipulated by vendors seeking certification at minimal
cost. Potential problems include shopping for the easiest certification requirements among CC
member-states and among CC evaluators [AMO7, Jon06a, SDN04]. Jeff Jones describes potential
problems from certifying a minimal set of services [Jon06a, Jon06b].

The CC process is also vulnerable to being misused in government procurement. Problems
have been reported about government buyers using CC certification requirements in ways that
appear unjust for some vendors and that result in higher purchase prices [Wai06]. Also, a
security expert at the SANS Institute holds that CC “has a lot of support in the international
community, because labs in other countries can bring in hard currency from U.S. firms trying to
get certified” [Wai06].

e Large amounts of documentation:

CC has the reputation of being a “paperwork exercise” [Jac06, Jac07c, Wai06]. This seems to
be a statement about CC’s effectiveness, and perhaps also, its volume of paperwork. Researchers
at Johns Hopkins University report that, “The Common Criteria process is exceedingly difficult,
not because it is conceptually hard to do but because it imposes an overwhelming burden of
paperwork” [SDNO04]. A certification project for Linux generated more than 800 pages of design,
test, and evaluation documentation [SK04]. For certification projects, it is recommended to have
a dedicated technical writer [CCUO04].

e Problems with CC’s abstractions:

In our own study of the CC documentation, we found CC was often framed so abstractly that it
was difficult to understand. Typically, the difficulty was a lack of examples for making sense of
the abstractions. For instance, one of CC’s introductory documents states,

A protection profile defines an implementation-independent set of security requirements
and objectives for a category of products or systems which meet similar consumer needs
for IT security. [Syn]
This statement would be much easier to understand if one knew that firewalls were one such
category. Generally, abstractions are not meaningful without concrete examples as a reference.



Other researchers have reported problems from CC being too abstract, and making evaluation
difficult [RIMO06, VWWO02].

e Problems in using CC for IT systems:

Some work has been done to adopt CC for use with IT systems (not just devices). However,
significant problems were reported with its use at the U.S. Federal Aviation Administration
(FAA) [KS06], and others have recommended against such use of CC [CCU04]. A member of
the Microsoft security team holds that CC is effective in some bounded scenarios such as smart
cards, but it is much less effective in scenarios with software that is of a larger scale and greater
complexity [Bid07].

4 Useful sources

This section describes sources we found to be especially insightful and authoritative in our
research of CC’s problems and criticism.

4.1 Learning about CC

In learning about CC, we found the official CC documents to be the most useful, though the
abstraction problems described earlier were significant [CC08b, CC08c, CC08d]. The CC
organization commissioned a CC tutorial [Syn]. It was useful, but we also found it to be very
abstract. We recently discovered a promising book on CC, by a CC consultant [Rag07]. It
appears to be readable and useful, and it is freely distributed on the Internet. Two other books on
CC have been published, though we have not read them [Her02, MBO04].

To get concrete examples of CC use, we found a case study to be helpful [KLO04]. In it,
academic researchers used the CC process for a VPN. There are also published case studies from
industry [Eri06] and for an open-source system (Linux) [SK04]. The ACM and IEEE databases
are good sources for papers that present CC case studies (e.g., [PPHO06]).

4.2 Government criticism

CC is a government program, so criticism of CC from within the government is especially
revealing. The GAO analyzed the U.S. CC program and reported a set of problems with it
[GAOO06]. They report that these problems collectively hinder the effective use of the CC process
by vendors and government agencies. The primary problems include: (a) difficulty in matching
agencies’ needs with the available evaluated products, (b) vendors’ lack of awareness regarding
the evaluation process, (c) a reduction in the number of validators to certify products, (d) a lack
of performance measures for CC, and (e) difficulty in documenting the effectiveness of the CC
process.

A manager of the U.S. CC program provided testimony on CC, and it includes a section on
needed improvements [Rob03]. Criticism of CC, from within the government, is also quoted in
trade magazines [Jac07c, Wai06] and in a report of the CC User’s Forum [CCUOQ4].

4.3 Industry criticism

Some of the most useful information about CC’s problems is from vendors and security
professionals that have implemented CC. They speak from first-hand experience, and they have
borne the responsibilities, burdens, and risks of implementing CC.



The Common Criteria Users’ Forum (CCUF) is one of the most useful sources of information
we found. There, vendors reported problems in implementing Common Criteria. The vendors
included Cisco, IBM, Microsoft, ORACLE, and Symantec. The first CCUF was held in 2004,
and a summary report is available [CCUO04]. A second CCUF was held in 2005 [CSI05], but
based on our Internet searches, it appears that a summary report was not published. Also, it
appears that additional CCUF’s have not been held. One criticism of CC is that “industry input ...
has little impact on the CC process as a whole” [Jac07c].

Some of the strongest criticism of CC comes from computer trade magazines [Arn06, Jac06,
Jac07a, Jac07c, Pot06, Wai06]. These articles are recent, and they quote critics from industry,
government, and research. A very critical article [JacO7c] prompted rebuttals from two CC
apologists [Jac07b, Rat07].

Two papers in IEEE Security & Privacy are very critical of CC, and the writers have industry
experience [Hea04, KS06]. One of these papers focuses on a CC extension that is intended for IT
systems [KS06]. This excellent paper reports problems encountered in using this CC extension at
the FAA [KS06]. Much of their analysis seems applicable to CC in general. Some of the
problems they discuss are: (a) the use of inflexible standards in a system engineering-process that
must be flexible, (b) the use of inflexible requirements (i.e., PPs) for systems that are deployed in
diverse settings with diverse requirements, and (c) the imposition of standards that exceed
developers’ capabilities.

There are a number of insightful blog articles on CC, written by people experienced with CC.
Two bloggers from Microsoft [Bid07, Jon06a, Jon06b] are critical of CC. An article by a
computer-security consultant [Pta06] is also critical of CC. The article is accompanied by a
lengthy forum discussion that is also very critical. Two bloggers—one from Sun [Lau06] and the
other from IBM [Rat07]—are more supportive of CC, but they also discuss CC’s limitations and
weaknesses.

4.4 Researchers’ criticism

Several university researchers have been extremely critical of CC. Dr. Spafford presented
testimony on CC before the House Government Reform Committee [Spa03]. He presented a long
list of problems with CC, and it is very insightful. Some researchers at Johns Hopkins University
have also been very critical of CC [Sha03, SDNO04, Sto05]. In one paper, Dr. Shapiro analyzes
the CC certification obtained for Windows 2000 [Sha03]. He discusses weaknesses in the CC
process, and he challenges CC’s substance and credibility. The Slashdot website has an extensive
discussion of this paper [Sla02]. In another paper, Dr. Stoneburner contends that CC’s concept of
assurance is contrary to the security community’s, and that it is overly reliant on inspection
[Sto05].

5 Problems from government management

Fundamentally, CC is a government program. CC is developed through government funding,
and CC is used by vendors due to government mandates. In our judgement, CC’s problems stem
largely from government management and its inherent limitations and problems.

In government management, regulations must be highly objective, to ensure compliance and to
guard against abuse [Mis44]. An earlier section described how computer-security development
and assurance are inherently subjective, in some ways. A consequence is that government



mandates for computer-security assurance will have inherent limitations and problems. The
limitations of government management in computer-security are further discussed in our report
on security-engineering practices [Yui08].

Common Criteria’s existence is the result of government fiat. CC’s research and development
is government funded. In 2004, it was reported that “governments from around the world have
invested millions of dollars in the development of the [CC]” [CCUFO04]. It appears that CC is
only used in government sectors where its use is mandated. CC is not used appreciably, if at all,
in the commercial sector. There are government sectors where CC use is not mandated. Although
we have not found information about CC use in those government sectors, the GAO has
recommended against CC being used there [GAOO06].

The GAO reports that the CC program has not provided evidence of CC’s effectiveness.
Further, as reported here, a large number of credible sources assert that the CC program is not
effective. This raises questions about why government CC programs continue, and why they
continue to mandate the use of CC.

In his book The Vision of the Anointed, Thomas Sowell describes how government programs
can become self-perpetuating bureaucracies [Sow96]. He provides examples of government
programs that have persisted for decades with poor performance, and even after they increased
the problems they were chartered to solve, e.g., poverty and crime.

One of the ways government programs become self-perpetuating is that they use their funding
for self-promotion. This can occur in government-funded computer-science programs, in general.
For example, in these programs, a primary measure of success is published papers and
conference presentations. However, it is possible for such accomplishments to be more the result
of government funding than useful research. Also, the people who develop and promote these
programs typically have far more resources than those who investigate the programs’ short-
comings and problems. These programs can also create strong biases in the programs’ developers
and practitioners, as their careers and finances depend upon the programs’ continuance.

CC is a government-funded program whose use is mandated in government procurement. So,
there is a need to guard against the CC program becoming an ineffective and self-perpetuating
bureaucracy. Further, given the problems reported about CC from government, industry and
research, there is reason to question if the CC program is such a bureaucracy.

6 Conclusion

CC has received a large amount of criticism from within government, industry, and research.
This paper provides: (a) a categorization of the problems reported about CC, (b) a survey of the
problems reported, organized by these categories, and (c) an annotated guide to sources about
CC. In addition, we explored ways in which many of CC’s problems appear to stem from
government management, and its inherent limitations and problems.

In categorizing the problems reported about CC, the top-level categories are: (a) problems with
CC’s effectiveness, (b) problems with CC’s stated limitations, and (c) problems with CC
implementation. Overall, there are a substantial number of credible claims that CC is not
effective at providing security assurance. And, the CC organization has not provided the cost-
benefit analysis needed to assess CC’s effectiveness.



This paper has focused on CC’s problems, so it does not provide a complete picture of CC.
Complete analysis of CC would include CC’s benefits, as well as its problems. Further, in
fairness, a complete analysis would include the CC organization’s perspective of the problems
reported about CC. We hope the CC organization will provide that.

Fundamentally, the CC organization’s mission is to provide assessment and assurance. So, it is
incumbent upon the CC organization to provide assessment and assurance about CC itself,
including CC’s problems and effectiveness. However, given the self-perpetuating nature of
government programs, it would be very difficult for the CC organization to provide an objective
assessment of itself, and especially if the findings would lead to a reduction in the organization’s
budget and power.
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